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Abstract

Cancer growth has a high correlation with the dynamic and complex changing interactions
of malignant cells, different treatment responses and human immune systems. It is always
difficult to make predictions and deliver timely and accurate prediction while also managing
secure clinical data management. This novel study presents a federated architecture that
assembles epidemiological modelling (Feedback-based SIR Model) along with cloud com-
puting and blockchain technology. It also applies machine learning to improve the predictive
capability of cancer cell growth along with managing clinical records. On top of that the
framework applies blockchain technology with off-chain storage using the Inter Planetary
File System (IPFS that ensures scalability, security and preserving & managing sensitive
clinical records. Experimental assessment demonstrates that the feedback-based SIR model
significantly surpasses conventional approaches SIR model in predictive accuracy and that
the proposed blockchain – cloud architecture achieves an effective balance between security
and system performance, providing a robust and scalable foundation for precision oncology,
intelligent decision support and collaborative cancer research.

1. Introduction

Cancer continues to be the most complex and challenging diseases to predict, manage and monitor due to its heterogeneous nature, dynamic
evolution, and dependence on multiple biological and environmental factors [1–3]. Accurate modelling of cancer cell growth and relapse is
critical for early diagnosis [4–7], treatment optimization, and personalized decision-making. Traditional rule-based and statistical models
often struggle to capture the nonlinear dynamics of tumour evolution and the feedback mechanisms between cancer cells, treatment response,
and the immune system [4–6].

In current study, epidemiological models, originally designed to study infectious disease dynamics, have gained attention in cancer
research due to their capability to capture population- wide transitions between biological states [8–12]. Models such as the Suscepti-
ble–Infectious–Recovered (SIR) framework can be effectively adapted to represent healthy cells, malignant proliferative cells, and treated or
dormant cancer cells [5, 7]. Recent studies demonstrate that feedback-based extensions of compartmental models significantly enhance the ac-
curacy of cancer growth and recurrence prediction by incorporating treatment resistance, immune suppression, and tumour microenvironment
effects [13–15]. These models provide a mathematically grounded framework for simulating cancer progression over time.

Concurrent with recent advances in mathematical modelling, the growing digitization of healthcare has resulted in huge volumes of
genomic, clinical and imaging data [16–19]. Cloud computing helps to achieve scalable computational resources to process large datasets
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and extract real time analytics by incorporating machine learning driven prediction models for abnormal cell growth analysis and predictive
assessment [19–21]. Cloud-native AI frameworks exhibit strong potential in enhancing the precision oncology by incorporating diversified
medical records to guide clinical decision-making [22–24]. In certain scenario, Centralized processing and storage of sensitive clinical
records raise substantial challenges in connection with security, privacy, integrity as well as regulatory compliance [25–27]. Blockchain
technology stood upfront as an acceptable solution to mitigate these challenges by providing immutable, decentralized and transparent data
governance mechanisms [28–30]. Recent studies shows that healthcare-oriented blockchain frameworks provide granular access control with
secure and reliable data sharing across multiple institutions without any dependency on a centralized authority. Furthermore, the integration
of on-chain and off-chain storage systems such as IPFS improves scalability while ensuring data confidentiality.

In spite of these advance technological, previous studies has often focused on either only disease prediction modelling or blockchain-
based data security system or cloud-based storage management in isolation [31, 32]. The proposed architecture is an absence comprehensive
framework that combine epidemiological cancer modelling with scalable, secure and intelligent data management infrastructure. This study
is an end-to-end framework that integrates a feedback-based SIR epidemiological model for cancer cell growth, blockchain-enabled secure
clinical data management and cloud-based machine learning analytics [30–32]. The proposed system ensures better cell growth prediction,
ensuring a secure and confidential data handling that supports clinical decision-making in cancer cell growth prediction [30–35].

2. Problem Statement

The accelerated involvement related to digital technology in non-communicable diseases like cancer disease has resulted in huge volume
of diversified clinical data, including patient records, tumour growth histories and different treatment outcomes. Though cloud platforms
enable and points to scalable data storage along with advanced analytics but as a centralized architecture, it poses significant challenges
related to data privacy, integrity, security and regulatory compliance. Existing studies show the limitations of capturing disease recurrence
behaviour and the natural feedback mechanisms related to cell growth progression. This stays back in optimizing the overall performance and
effectiveness in real-world clinical decision-making. Blockchain technology provides decentralized and tamper-resistant data management.
But this on-chain data management is inefficient and infeasible when it comes to directly storing large-scale medical data. Moreover,
most prior and existing studies mainly focusing on different areas like cancer modelling, secure data storage and predictive analytics as
independent components, lacking a unified and comprehensive framework that integrates mathematical modelling with secure and scalable
healthcare infrastructures.

Accordingly, it is an essential to develop a unique framework that

1. Accurately models malignant cell growth and relapse applying feedback-based epidemiological models
2. Ensures secure, privacy-protected and reliable management of clinical data and
3. Supports scalable data analytics and prediction using machine learning. To mitigate these challenges, it is essential to employ secured,

data-driven and integrated precision oncology systems.

3. Objective

The primary objective of this study is to evaluate and design an integrated framework for secure prediction of cancer cell growth and clinical
data management by leveraging epidemiological modelling, blockchain, cloud computing, and machine learning. The specific objectives are
as follows:

1. To adapt a feedback-based SIR epidemiological model to represent cancer cell dynamics, including dormancy, proliferation and
treatment resistance.

2. To develop a secure clinical data management mechanism using blockchain technology, ensuring data transparency, integrity and
granular access control.

3. To employ off-chain storage (IPFS) for scalable and privacy-preserving storage of large clinical datasets, while maintaining blockchain-
enabled traceability.

4. To integrate cloud computing infrastructure for scalable and flexible computation and real-time processing of oncological modelling
and clinical datasets.

4. Related Work

Recent studies have progressively explored mathematical and computational models [36, 37] to better understand cancer progression and
treatment dynamics. In a span of 3 to 4 years, several researchers extended classical compartmental and tumor–immune dynamic models to
capture the non-linear behaviours of malignancy such as immune suppression, treatment response, and relapse. Mahlbacher et al and de
Pillis et al. demonstrated that feedback-driven population-level tumor growth models significantly improve interpretability and stability
compared to solely data-driven approaches [38]. However, while these models offer robust biological insight, they are typically validated
under isolated simulation environments and lack integration with secure data management or clinical decision-support infrastructures [39].

In parallel, the adoption of cloud-based analytics [39, 40] and machine learning for cancer prediction has accelerated. Earlier studies
reported the use of hybrid ML pipelines deployed on cloud platforms to process large-scale clinical datasets for prognosis and outcome
prediction. While these approaches maintain a promising & strong predictive accuracy level, recent surveys pin point challenges related to
model reproducibility, interpretability and centralized data governance [41]. Additionally, most cloud-native frameworks based on oncology
analytics operate under the assumption of trusted centralized storage, pointing to criticalities around auditability, privacy and regulatory
compliance when applied in federated healthcare ecosystems.

To address trust and data security, blockchain-based healthcare frameworks have attracted considerable attention over the last couple
of years. Works published within that span propose blockchain-assisted electronic health record (EHR) sharing along with the concept of
decentralized identity management and smart contract–based access control. Notably, studies embedding blockchain with off-chain storage
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mechanisms such as IPFS exhibit improved scalability by storing only hashes and metadata on-chain while maintaining large clinical data
repositories encrypted off-chain. These systems offer strong guarantees for data integrity, access auditing and provenance. However, most
blockchain-based healthcare solutions primarily emphasizing on secure data exchange and interoperability, without incorporating predictive
disease models or decision-support logic within the system workflow.

More recent studies attempt partial integration of analytical and trust management layers. Blockchain-enabled decision support systems
[39–41] proposed in recent studies combine cloud analytics with immutable audit trails, but they typically depend on generic statistical or
ML-based predictions [42–45] and do not integrate biologically grounded cancer growth models [46–48]. Additionally, epidemiological
modelling embedded with blockchain-based security are often considered as independent components, with limited attention to how the
correctness of the model outputs can be verified, audited, and protected against data tampering [49–53].

In summary, although recent studies demonstrate advances in cancer modelling, cloud-based predictive analytics, and blockchain-based
healthcare security, these contributions largely remain unaddressed. There is a clear gap in end-to-end frameworks that jointly integrate
feedback-aware epidemiological cancer models with cloud-scale analytics and blockchain–IPFS–based trust mechanisms. The present work
addresses this gap by integrated cancer growth prediction, secure data management, and trustworthy decision support within a single and
scalable architecture, thus advancing the state of the art in precision oncology decision-support systems.

5. System Architecture

5.1. User

From an end-user viewpoint, the system enables secure user registration and authentication, create new data entries, and access their own
data through the application interface. From a report viewer perspective, authorized users are able to register and securely authenticate with
the system and are permitted to view analytical outputs produced by the DSS without altering the underlying data. From an administrator
point of view, the system enables secure user registration and authentication, enables managing and revoking access permissions for different
user roles and enables updating or editing data to ensure proper governance, control, and system integrity.

5.2. Data Sources

• Patient clinical data and socio-demographic data.
• Tumour growth datasets in different timeline.

5.3. Overall DSS Framework

Figure 1: DSS Framework

BigQuery Data Layer

The BigQuery data layer serves as the main analytical storage component of the proposed DSS, providing scalable, high-performance
computing of large-scale cancer-related datasets, including anonymized patient records, tumour growth time-series, treatment metadata and
simulated epidemiological data. Data are ingested through batch and streaming pipelines and undergo preprocessing steps such as cleaning,
normalization and feature extraction data readiness for analytics. Leveraging BigQuery’s distributed, serverless architecture, estimation of
parameters for the adapted epidemiological model, statistical analysis and parameter estimation for the adapted epidemiological model, with
query results directly feeding into the modelling engine to enable dynamic and data-driven cancer growth prediction. Periodic snapshots of
critical datasets are used to preserve data integrity and traceability and also outputs of the model are exported from BigQuery. Subsequently,
the data are encrypted and stored in IPFS, with the corresponding content identifiers are securely recorded on the blockchain. Thus, the
overall process ensures security, verifiability, and auditability, keeping scalable analytics intact.
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IPFS-Based Evidence Layer

The proposed DSS model is incorporated with IPFS-based layer to ensure data integrity, traceability, and tamper resistance. This layer
acts as a decentralized and immutable storage for critical input datasets as well as model outputs records instead of implementing complex
computation process or applying dynamic querying. Snapshots of BigQuery datasets and model outputs are captured, encrypted and stored
in the IPFS at prespecified intervals. For each snapshot, a unique ID is being produced which cryptographically checks on time security
interference. The unique IDs are stored in the blockchain to create an un-tampered record. During the execution process of the proposed
system, data integrity is verified by extracting the corresponding snapshot from IPFS and then comparing its hash with the CID that is
already recorded on the blockchain ensuring overall accuracy of outputs that is derived from un-tampered dataset. The system provides
a decentralized storage keeping evidence separately from data analysis which helps maintaining privacy and efficiency along with data
protection. Its performance increases by applying cloud technology that builds trust and transparency in the decision support system.

Blockchain Trust Layer

In the proposed DSS, blockchain trust layer is a lightweight ledger with tamper-resistant that supports both transparency and accountability.
It is not being used for data storage or for computation, rather it stores metadata which acts as IPFS content identifiers or dataset IDs or
timestamps or model execution details. Smart contracts are used to enforce predefined access control policies that is capable of verifying
access to only authorized users or system components. All the access requests and authorizations are permanently recorded to enable
end-to-end auditability. During the execution of the DSS model, the blockchain is used to verify and validate the access and the integrity
part by allowing the system to retrieve CIDs and later validate them against the encrypted IPFS snapshots. This ensures that analytical
computations and the predictive power of the epidemiological model are derived from authentic, untampered data and if any discrepancies
occur then immediate integrity alerts will be triggered. System robustness is being enhanced by segregating the trust management from
data analytics and storage. This is done with the help of blockchain layer without significant computational overhead. This avoids storing
personal and sensitive medical records on-chain and preserves privacy which clearly signifies how the system performs and where the data
comes from. It exemplifies a strong base for a secure Decision Support System by improving trust and confidence in the overall outputs for
cancer growth prediction and data management.

6. Methodology

6.1. Data Processing Pipeline

The data processing pipeline transforms diversified cancer disease related datasets into more structured and analytics ready inputs for the
proposed Decision Support System (DSS). The process starts with collecting medical records from validated sources with all personal and
sensitive information removed or anonymized prior to uploading those datasets in cloud. After ingestion, the data is cleaned, preprocessing,
perform normalization and avoid outliers to improve quality and consistency. Subsequently, relevant features including time-based features
and demographic features are selected and transformed to support epidemiological modelling. To enable efficient analytical queries and
large-scale statistical analysis, the transformed datasets are stored in the BigQuery data layer. The extracted output of the pipeline is directly
injected to the epidemiological model. This guarantees that the predictive insights generated by the DSS are based on consistent, high-quality
inputs and thereby enhancing the reliability and accuracy of decision outcomes.

6.2. Epidemiological Model Adaptation

The propose epidemiological model, the Feedback – based SIR model represent cancer cell in three different states:

• S (Susceptible): Healthy cells prone to mutation.
• I (Infectious): Mutated cancerous cells.
• R (Recovered): Dormant or treated cells.

In feedback-based SIR model, the recovered cells can be again back to the susceptible state due to like various factors like mutation,
regrowth, after treatment effects etc.

Here is how this might happen.

6.3. Biological Interpretation

1. Residual Cancer Cells: Over the course of treatment some malignant cells may not be fully eliminated and can remain dormant.
Because of environmental or systemic changes like immune system suppression or changes in the tumour microenvironment those
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dormant cells can become susceptible again.
2. Resistance Development: Malignant cells that initially respond to treatment which may later become resistant and effectively

becoming ”susceptible” again contributing to the growth or spread of the disease.
3. Mutations: Genetic modification or changes in the recovered cells could behave like malignant again, causing them to be treated as in

susceptible-like state and may restart the cancer disease progress.
4. Microenvironment Factors: Recovered cells can be influenced by nearby blood vessels and tissues which can further act as a cancer

cell and can revert to the susceptible state.
5. Immune System Dynamics: A weak immune system after recovery, where in some malignant cells remain undetected and later start

behaving as active malignant cell and again re-enter to susceptible phase.

The proper percentage of recovered cell feed back to the ”susceptible” compartment in a cancer cell growth model depends on the
specific biological context and treatment conditions. This proportion varies based on several factors, such as cancer type, effectiveness of
treatment, patient’s immune system and the overall condition of the tumour.

And his is how these contributions might be measured & quantified:

1. Treatment Efficacy (S1) : Depending of the effectiveness of the treatment very few dormant or resistant cells results in a low
percentage (<5%) of recovered cells feed-back to susceptible state, compared to low or partial treatment efficacy where a higher
percentage (20%-30%) of recovered cells might return to the susceptible state.

2. Mutation Rate (S2) : Due to the genomic instability in cancer cells new changes may develop even after the treatment or when they
seem to be already inactive. The rate of this mutation is based on the recovered cells re-enter the susceptible state, that might range
between 10%-20%, depending on the cancer type.

3. Immune System Effectiveness (S3) :A strong and robust immune system can control the modification rate of recovered cell.
Depending on the immune this proportion may vary from to about 5%-25%.

4. Tumour Microenvironment (S4) :: Different contributing factors such as inflammation, blood vessels growth and reactivate dormant
malignant cells contributes to 5%-15% of recovered cells becoming susceptible again.

5. Cancer Type (S5) :

• Aggressive Cancers: The feedback could be higher for highly aggressive cancers such as triple-negative breast cancer or
glioblastoma, where 20%–40% of recovered cells revert back to the susceptible segment.

• Less Aggressive Cancers: The contribution might be as low as 10% for slow-growing cancers such as prostate cancer.

6. Relapse and Recurrence Data (S6) :

• Study related to clinical dataset and its corresponding report enlighten the following:
• The relapse rates for Breast Cancer would be around 20%-30% within next five years.
• Also the relapse rates for Leukemia might be 10%-50% depending on different malignant subtypes.
•

The Decision Support System can be modelled using available clinical and socio-demographic dataset implementing Dormancy Activation
Rate (DAR), which is derived from empirically observed relapse rates, Mutation Rate (MR), which is estimated from genetic studies and the
Immune Suppression Rate (ISR) that Measured from immune profiling.

So, the total susceptible population (S) can be calculated as:

S = S1 +S2 +S3 +S4 +S5 +S6

6.4. Blockchain-Based Access Control

The blockchain-based access control mechanism, within the proposed Decision Support System (DSS), is designed to ensure transparent and
traceable management. User are first checked and authentication by the cloud identity management framework and then access mechanisms
are control via smart contracts deployed on the blockchain. These smart contracts use role-based access control mechanism for each user role
like clinicians, researchers, and auditors in relation to specific datasets and system functionalities. Each access request is validated against
the rules stored in Blockchain. Both allowed and denied access are permanently recorded in an immutable ledger on the blockchain. The
proposed system reduces unauthorized data access, enables accountability and enhances trust by decoupling authentication from authorization
using Blockchain. It also does this without exposing sensitive clinical records or adding substantial computational overhead.

6.5. Data Integrity Verification

The data integrity verification process ensures that all analysis and decisions in the proposed DDS model output are based on real time
data that are not been modified and untampered. At regular time intervals, processed datasets and epidemiological model outputs are
extracted from the BigQuery. Later the extracted output is encrypted and stored in Inter Planetary File System (IPFS), where each copy gets
a unique identifier. The unique IDs, dataset identifiers and timestamps are permanently stored in on-chain blocks. During the execution
of DSS, the system retrieves unique ID extracted from the blockchain and verifies it by comparing the cryptographic hash of the similar
fetched data snapshot from IPFS. If any data tampering occurs then verification fails which indicate possible data tampering, that leads to
triggering integrity violation alert. This will prevent applying decision making with tampered dataset. The proposed system strongly protects
integrity by combining decentralized storage with blockchain verification. It also ensures auditability with easy scalability and preserving the
confidentiality of sensitive medical data.
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7. Decision Support Workflow

7.1. Algorithmic Implementation

Algorithm 1: End-to-End Secure DSS Framework

Input

• Raw data streams D (sensor data / transactional data / external datasets)
• Decision query Q
• DSS model M

Output

• Verified decision output O
• Immutable audit and integrity proof

Initialization

1. Initialize Google BigQuery dataset BQ
2. Initialize IPFS node IPFS
3. Deploy blockchain smart contract SC
4. Configure GCP IAM and KMS for secure access

Phase I: Data Ingestion and Storage

1. Collect raw data D from data sources
2. Preprocess D (cleaning, normalization, aggregation)
3. Store processed data in BigQuery BQ
4. Assign dataset identifier dataset id

Phase II: Dataset Snapshot and IPFS Storage

1. Periodically or event-triggered:
2. Export dataset snapshot S from BigQuery
3. Encrypt snapshot S → S enc
4. Upload S enc to IPFS
5. Receive Content Identifier CID

Phase III: Blockchain Integrity Registration

1. Compute metadata:

• dataset id
• CID
• timestamp T

2. Invoke smart contract SC store (dataset id, CID, T)
3. Blockchain records immutable dataset proof

Phase IV: DSS Decision Execution

1. Receive decision query Q
2. Retrieve analytical data from BigQuery
3. Execute DSS model M on retrieved data
4. Generate decision output O

Phase V: Integrity Verification

1. Fetch registered CID from blockchain using dataset id
2. Retrieve corresponding snapshot S enc from IPFS
3. Decrypt S enc → S
4. Verify hash(S) matches CID
5. If verification fails:

Reject decision and raise alert
Else:
Approve decision output O

Phase VI: Audit and Logging

1. Record decision metadata:

• dataset id
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• CID
• decision hash
• timestamp

2. Store audit log on blockchain
3. Return verified decision output O

End Algorithm

Algorithm 2: Blockchain-Based Access Control for DSS

Input

• User request R= 〈user id, dataset id, action〉
• Smart contract SC
• DSS service DSS

Output

• Access decision A ∈ Grant, Deny
• Immutable access log

Initialization

1. Deploy access control smart contract SC
2. Define user roles R = Admin, Analyst, Clinician, Auditor
3. Map users to roles using GCP IAM
4. Register authorized roles on blockchain

Access Control Procedure

1. Fetch access request R
2. Authenticate user via GCP IAM
3. If authentication fails:

Deny access and terminate
4. Retrieve user’s role r from IAM
5. Query smart contract SC.checkPermission(r, dataset id, action)
6. If permission = FALSE:

• Log access denial event on blockchain
• Set A ← Deny
• Terminate

7. Else:

• Grant access to DSS service
• Log access grant event on blockchain
• Set A ← Grant

End Algorithm

Algorithm 3: Data Integrity Verification Using IPFS and Blockchain

Input

• Dataset identifier dataset id
• Content Identifier CID
• IPFS network
• Blockchain smart contract SC

Output

• Integrity status V ∈ Valid, Invalid
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Integrity Verification Procedure

1. Fetch registered CID block from blockchain using dataset id
2. Obtain encrypted dataset snapshot S enc from IPFS using CID block
3. If S enc retrieval fails:

Set V ← Invalid
Raise availability alert
Terminate

4. Decrypt S enc → S
5. Compute hash H ← Hash(S)
6. Compare H with CID block
7. If H = CID block:

Set V ← Valid
Else:
Set V ← Invalid
Raise tampering alert

End Algorithm

7.2. DSS Execution Flow

Figure 2: Flowchart – Secure DSS with Bigquery, IPFS, and Blockchain
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Figure 3: Sequence Diagram – Runtime DSS Operation

7.3. Experimental Setup and Evaluation

All experiments are run on Google Cloud Platform (GCP) with a reusable infrastructure orchestrated using Docker containers where the
epidemiological model and the overall DSS orchestration services run on Compute Engine VMs with 4 vCPUs, 16 GB RAM and 100 GB
SSD. IPFS nodes run on identical VMs to enable decentralized storage, while a permissioned blockchain network runs on dedicated VMs
with moderated resources for execution of smart contracts and transactions verification, with secure HTTPS connections and authenticated
service accounts. The evaluation uses anonymized cancer-related datasets comprises of time-series dataset of tumour growth, different
treatment metadata comprising approximately 1.2 million records. Data is stored in BigQuery using a structured, partitioned and clustered
schema optimised for analysis, including fields such as patient id, timestamp, tumo cell count, treatment type, growth rate, recovery rate,
immune response index, and simulation flag. Specific subsets of processed tables and subsequent results are saved as encrypted snapshots,
stored in IPFS with unique IDs and recorded on the blockchain as integrity validation, checks and audits. All the log parameters, like
Bigquery execution latency, model execution time, IPFS retrieval times, blockchain confirmation time etc. are collected centrally to perform
comprehensive performance analysis and comparative evaluation between curent and proposed model configurations.
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8. Results and Discussion

This section is about demonstrating the efficiency of the proposed framework by looking at certain parameters like predictive accuracy,
system performance and trade-offs between security and performance.

The evaluation process is based on 3 key areas: They are

1. Comparison between feedback-based SIR model and conventional SIR model,
2. Data management using decentralized and on-chain storage, and
3. Cloud-based security mechanisms with its added processing overhead

8.1. Feedback-Based SIR Model vs Standard SIR Model

The proposed feedback-based SIR model was compared with the standard SIR model using cancer cell growth dataset in terms of predictive
performance. Standard SIR model applied on epidemiological dataset achieved an overall predictive performance of 35%, in contrast, the
feedback-based SIR model showed a significantly higher predictive performance of 62%. The improvement comes from the inclusion of
feedback mechanisms that allow treated or dormant cells to transition back to the susceptible state, treating them vulnerable again, reflecting
clinically observed recurrence patterns.

8.2. Data Storage Performance Analysis and Retrieval

The overall performance of the decentralized storage approach was evaluated by examining the relationship between file size and response
time for both centralized and decentralized systems. The results demonstrate that response time increases with file size in decentralized
storage, due to data retrieval from multiple sources and also it requires more coordination. Although decentralized approach is slower but it
provides stronger data integrity and better fault tolerance, which are critical for clinical application. Compared to centralized storage, which
responds faster for smaller files but it lacks security and immutability offered by the blockchain-enabled architecture.

8.3. Impact of Data Volume and Query Frequency of Blockchain

Scalability is evaluated by studying system response time across different Blockchain data volumes and different query rates. The result
shows a strong positive correlation between data volume and response time. Similarly query rates is also proportional to response time
because of simultaneous access and multiple validation operations. Despite of this increase, response times stayed within acceptable limits
for clinical data access, indicating that the framework is suitability for real-world healthcare environments.

8.4. Cloud Computing and Security Overhead

The impact cloud-based authentication and corresponding security measure on system performance was studied by comparing processing
times with authenticated and non-authenticated scenarios. Evaluation dictates that authentication takes additional time to process compared
to non-authentication because of identity verification and access control checks. Authentication has some additional delay which is justified
for the enhanced security mechanisms and regulatory compliance that it provides. Overall findings indicate that integrating strong security
can be add without significantly affecting system responsiveness.

8.5. System Effectiveness

Results from the study indicate that the proposed framework effectively balances predictive accuracy, security and computational efficiency.
Applying feedback-based SIR model improves cancer cell growth prediction. Along with that the blockchain embedded cloud framework
ensures security, robustness and scalability. This integrated framework validates practical applicability of the proposed system as a
decision-support tool for data driven cancer research.

Table 1: Malignant Cell Growth Prediction: Performance Comparison

Metric Standard SIR Model Feedback-Based SIR Model Interpretation
Mean Absolute Error Higher Lower Indicates improved average prediction
(MAE) accuracy with feedback integration
Root Mean Square Error Higher Significantly lower Demonstrates reduced sensitivity
(RMSE) to large prediction deviations
Predictive Performance (%) 35% 62% Shows substantial improvement in
Score capturing cancer progression dynamics
Variance of Prediction High Reduced Feedback model exhibits
Error more stable predictions
95% Confidence Interval(CI) Wider Narrower Reflects higher statistical
Width reliability and robustness
Relapse/Dormancy Not captured Explicitly modeled Enables realistic cancer
Representation recurrence simulation
Model Stability Across Runs Moderate High Consistent performance

across multiple simulations
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Table 2: System Performance Metrics of the Proposed Blockchain–Cloud Framework

Metric Centralized Proposed Interpretation
Storage System Blockchain–IPFS

System
Average Data Upload Time Lower Slightly Higher Additional overhead due to encryption,

hashing and decentralized storage
Average Data Retrieval Time Lower Comparable Decentralization impact diminishes

(small files) (medium–large files) with larger data sizes
Scalability with Data Volume Limited High IPFS enables horizontal scaling

without centralized bottlenecks
On-Chain Data Size Growth Not applicable Minimal Only hashes/identifiers stored on-chain
System Throughput High Moderate–High Minor reduction due to blockchain validation
Response Time under High Degrades rapidly Stable Blockchain ensures consistent
Query Load access control
Fault Tolerance Low High Distributed architecture prevents

single-point failures
Data Integrity & Immutability Moderate Very High Blockchain guarantees

tamper resistance
Authentication Overhead Not applicable Present Security trade-off remains

within acceptable limits
Regulatory Compliance Strong Strong Supports HIPAA/GDPR-style
Support access control

Table 3: Impact of Cloud Authentication and Security Mechanisms on System Performance

Metric Without With Cloud Authentication Interpretation
Authentication (IAM, Smart Contracts)

Average Request Lower Higher Additional latency due to identity
Processing Time verification and access checks
Authentication Not applicable Present Overhead introduced by token
Overhead validation and permission checks
Response Time Low Slightly Increased Security layers add
Variance controlled variability
System High Moderate to High Minimal degradation despite
Throughput added security
Access Control Coarse Fine-grained Role-based and policy-driven
Granularity authorization
Unauthorized Access Limited Strong IAM and smart contracts
Prevention block invalid requests
Auditability & Limited Full All access events are
Traceability logged and verifiable
Compliance Readiness Low High Supports regulatory
(HIPAA/GDPR) requirements
Scalability under Moderate High Cloud IAM scales with user load
Concurrent Users
Security–Performance Favorable for Balanced Acceptable latency for
Trade-off speed improved security

8.6. Comparative Analysis

9. Conclusion and Future Directions

An Integrated framework is being proposed with a combination of epidemiological modelling, blockchain technology, cloud computing and
machine learning. This framework is used to address different key challenges in cancer cell growth prediction and clinical data management.
Feedback-based SIR model can able to accurately represents malignant cell behaviour including important biological processes like cell
growth, dormancy, relapse, treatment resistance etc.

Experimental output enlighten that the proposed feedback-based SIR model performs better than the conventional SIR model in in terms
of trend prediction, making it more suitability for those applications related to cancer prediction. Above that, blockchain technology is
incorporated that guarantees secure, immutable and transparency for sensitive clinical data handling. The proposed off-chain storage, i.e.
IPFS manages scalability and privacy. In order to control authorization mechanisms, smart contract is used that allows multiple institution to
work together without compromising patient confidentiality. The proposed infrastructure also uses cloud-based infrastructure for scalable
computation and smooth integration of machine learning models with real-time analytics and predictive capabilities. It also shows how
modern technologies can work together to support precision oncology. Experimental results indicate that the imposed additional security
incurred very minimal cost, making the system more practical from real-world healthcare environment perspective.
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Table 4: Existing Models and the Proposed Framework

Feature / Metric Epidemiological Cancer Blockchain-Based ML-Based Cancer Proposed
Models Healthcare Systems Prediction Models Framework

Representative Eftimie et al. (2021); Sun et al. (2021); Ngiam & Khor (2021); This work
Studies Mahlbacher et al. (2022); Hasselgren et al. (2022); Choudhury et al. (2022);

de Pillis et al. (2023) Khan et al. (2023) Shickel et al. (2023)
Core Objective Tumor–immune Secure clinical data Predictive accuracy Epidemiological model+

interaction modeling sharing prediction + security
Feedback / Relapse Limited Not applicable Implicit Explicit
Modeling
Prediction Metrics Rarely reported Not reported Accuracy/AUC focused RMSE, MAE, CI
(RMSE/MAE)
Model High Not applicable Low to Moderate High
Interpretability
Data Security None Blockchain-based Pipeline-dependent Blockchain + IAM
Decentralized None Partial None IPFS
Storage
Scalability Moderate High High High
Auditability None None None None
Clinical Conceptual Prototype Dataset-validated System-validated
Deployment
Readiness
Limitations No secure data handling No prediction capability Privacy & interpretability Balanced trade-off
Identified

Future work aims to extend the framework by incorporating agent-based and spatial tumour models for better analysis on cell growth and
adjacent environmental factors. Applying federated learning with Agentic AI techniques will further improve security and data management
while allowing collaborative model applications across diversified institutions. Moreover, the proposed framework can be extended for other
non-communicable diseases, making it a flexible solution for next-generation, data-driven public healthcare systems.
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