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transparent, efficient, and adaptable between industries, hence overcoming the limitations
of traditional and non-decentralized supply chains. This system features smart contracts
that automate activities like procurement, inventory management, and payment processing,
integrated with decentralized identifiers (DIDs) for secure stakeholder authentication. The
system tracks product in real-time, automate quality assurance and record transactions
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© 2026 by the au- participants managing 1000 products, results shows that confirmation happens under a
thor’s. The terms and conditions of second compared to 2-5 seconds in the traditional system, product complete life cycle
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BY) license apply to this open access traditional alternatives. We also achieved 100% detection for unauthorized access, asset
article. temparing and role mismatch attacks.

1. Introduction

Supply chain management coordinates flow of goods and services across borders and industries. Traditional SCM systems to a large
extent rely on centralized systems and databases which are very likely to suffer from inefficiencies, fraud and data tempering resulting in
reduced trust, transparency and operational efficiencies. Blockchain technology offers a decentralized and immutable ledger that solves
these problems using features like cryptographic security, end to end traceability, consensus mechanisms, smart contracts, automation and
transparency. The benefits of blockchain in sectors like agri-food, pharmaceuticals and logistics has been made obvious in earlier research,
showing it potential to reduce delays, cost and also strengthen cooperation and trust among stakeholders.

But, despite its potential and promise, adoption of blockchain into SCM has been faced with some challenges, these includes security
challenges like smart contract vulnerabilities, data privacy concerns, and interoperability, scalability and even regulatory uncertainties as it
has no central control. Existing research usually emphasize transparency and efficiency which are some of it wonderful features overlooking
how much it can stand against cyber-threats, failure in communication and complexities in governance that comes with a decentralized
system. Hence, this gaps or problems makes it necessary for a multidimensional approach to the adoption of blockchain that examines
and considers the technical and organizational problems. Cryptographic techniques like Elliptic Curve Cryptography (ECC), consensus
mechanisms example Proof of History and Mysticeti and frameworks for secure asset tracking are the major concern of this study which
seeks to evaluate the ability for blockchain to ensure integrity of data, privacy and end-to-end security in the supply chain.
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Through the development and evaluation of a blockchain-based SCM framework that combines very practical supply chain operations
with cryptographic security, this research addresses these issues. Here we implemented a functional system that demonstrates blockchain’s
application in real-time tracking of assets, the use of smart contract to automate workflow and also multi-stakeholder coordination in a
decentralized manner. We focused mainly on the logistics, manufacturing, and retail sectors. We developed the framework to make use of
blockchain’s effectiveness in order to enhance transparency, accountability, and trust in identifying opportunities and also barriers in adoption
of blockchain-based SCM in the real world. This work contributes to closing the gap that exists between the potential of blockchain’s theory
and how it can be implemented practically in a supply chain environment.

This paper follows the following structure: Section 2 thoroughly examines the existing and current literature in blockchain-based SCM,
drawing special attention to significant studies and strategies that already exist to improve blockchain-based supply chain communication,
efficiency and adoption in the real world. Section 3 describes the materials and methods that were used in this implementation. Section
4 shows the results and offers an empirical evaluation of the proposed and implemented framework, also providing detailed discussions
comparing our findings and results to other research studies in blockchain-based SCM. Finally, Section 7 concludes by summarizing the
findings and recommends areas for future research, followed by the reference section.

2. Related Literature

Using blockchain technology in supply chain management has drawn much research attention to the subject matter, and these studies examine
its potential to address challenges of transparency, traceability, and trust. In this section, we review the existing literature in three major areas,
which includes:

1. Blockchain applications and benefits in SCM
2. Security mechanisms and consensus protocols and
3. Adoption barriers and implementation challenges.

2.1. Blockchain Applications in Supply Chain Management

Recent standard reviews have established that blockchain can be very beneficial in supply chain operations. Pournader et al. (2020) carried
out a systematic review of blockchain applications in supply chain, trade, and finance, identified key opportunities, and demonstrated that
blockchain implementations improve security, efficiency, and accountability, while also reducing operational costs and disputes [1]. Chang
and Chen (2020) provided another systematic review of the literature that further examined current developments and potential applications
of blockchain in the supply chain, highlighting smart contract applications and automation in supply chain coordination [2].

These theories can be supported by evidence from real-world deployments. The case studies by Rogerson and Parry [3] in food supply
chain visibility show how practical blockchain implementations can improve provenance tracking, auditability, and inventory management in
various industries [3]. Lim et al [4] conducted a comprehensive analysis of blockchain technology applications in supply chains, examining
themes, methodologies, and industries, while identifying both opportunities and persistent challenges [4].

The benefits in theory are still well above what can be implemented practically. While many studies show blockchain’s potential
advantages, fewer provide detailed analysis of the technical and organizational barriers that limit adoption. Wamba and Queiroz (2020)
discussed adoption barriers, issues with scalability, and research directions for the future, choosing scalability, interoperability, high
implementation costs, and uncertainty of regulations as persistent challenges [5], but very limited comprehensive frameworks address these
barriers.

2.2. Security Mechanisms and Consensus Protocols

Because commercial data are very sensitive plus the need to secure collaboration between different parties, security in blockchain enabled
SCM is very important. Kumar et al. (2020) conducted an analysis of security mechanisms, cryptographic foundations, and trust models in
blockchain SCM, curious to know if blockchain represents a “’silver bullet” for supply chain management [6].In their work, they identified
technical issues and opportunities in research, stressing that security mechanisms must be carefully designed considering all edge cases to
address SCM specific requirements. Elliptic Curve Cryptography (ECC) is one of the numerous techniques that study analyzed, pointing out
that it provides efficient authentication mechanism, while advanced methods like zero-knowledge proofs (ZKPs), confidential transactions
and post quantum cryptography offer better privacy and also offer resilience against emerging threats.

Recent investigations highlight consensus mechanisms as another important and critical area; some of the traditional protocols are Prof
of Work (PoW) and Proof of Stake (PoS) have been widely explored to identify its scalability and latency limitations which limits how
applicable it is to real time supply chain operations. Chang and Chen (2020) reviewed consensus mechanisms and how they can be applied in
the supply chain, noting that new and developing protocols address or attempt to address previous scalability limits or constraints [2]. Chang
and Chen, 2020, suggest that the new and developing consensus mechanisms would be powerful enough to enable time sensitive applications
such as tracking perishable goods and just-in-time manufacturing.

Smart contract automation has been an major contributor to the efficiency of blockchain. Wong et al [7] examined why blockchain was
adopted in the supply chain and a major reason is smart contracts and their ability to automate supply chain processes [7]. Research has
shown how processes including payment, inventory updates, etc can be automated by smart contracts hence removing manual interventions
and delays that could be caused by humans. But studies do not rule out persistent vulnerabilities, including bugs in smart contracts and the
risk of oracle manipulations, showing that security is key in the design and deployment of smart contracts.

2.3. Adoption Barriers and Implementation Challenges
Despite the benefits that blockchain has demonstrated, recent research has consistently identified significant barriers to adoption. Technical

vulnerabilities represent one category of challenges. Kumar et al. (2020) identified risks include smart contract exploits, scalability
bottlenecks, and governance weaknesses that threaten system security and performance [6]. Organizational factors are the causes of these
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technical concerns, examples are; adoption is constrained by ambiguity of regulations, challenges of interoperability, shortage of skills, and
cultural resistance to increased transparency [5].

Wamba and Queiroz (2020) discussed adoption barriers, issues with scalability, and future research directions, also providing a
comprehensive examination of the challenges blockchain adoption faces in operations and supply chain management [5]. Kouhizadeh
et al. (2021) explored the barriers that could theoretically deter adoption of sustainable supply chains and identified multiple levels of
challenges—technical, organizational and regulatory [8]. Wong et al. (2020) also examined the factors that affect the adoption of blockchain,
providing information on the factors that influence organizational decisions to implement blockchain solutions [7].

A critical gap in the existing literature emerges from this review: while lots of studies emphasize blockchain’s role in improving efficiency
and visibility, better understandable evaluations of security architectures for robust, real-world deployments remain limited. Most research
focuses on individual aspects—either technical mechanisms or organizational barriers—rather than integrated frameworks that address both
dimensions simultaneously. This fragmented approach limits understanding of how security mechanisms, operational requirements, and
organizational factors interact in practical implementations.

2.4. Research Gap and Contribution

This review reveals that existing literature has not adequately addressed the integration of advanced security mechanisms with practical
supply chain operations in a unified framework. While studies have examined cryptographic techniques (Kumar et al., 2020), consensus
protocols (Chang & Chen, 2020), and adoption barriers [5, 7, 8] separately, there is limited research that: (1) evaluates these components
together in a functional system, (2) assesses their effectiveness in addressing real-world SCM challenges, and (3) provides empirical evidence
of blockchain’s practical impact on supply chain transparency, accountability, and trust.

This study addresses these gaps by developing and evaluating a blockchain-based SCM framework that integrates security mechanisms,
consensus-based validation, and smart contract automation. Unlike previous work that examines components in isolation, this research
provides a comprehensive analysis of how cryptographic security, consensus protocols, and automated workflows function together in
a practical supply chain context. Through implementation and evaluation across logistics, manufacturing, and retail sectors, this work
contributes empirical insights into blockchain’s effectiveness while identifying both opportunities and limitations for real-world adoption.

3. Methodology

In this section, we describe the design and implementation of the TruePath blockchain-based supply chain management framework. The
smart contract is built on the Sui blockchain using the Sui Move programming language and a React JavaScript frontend for user interactions.
It follows a design science approach to improve transparency, accountability, and trust through a decentralized mechanism on the supply
chain.

3.1. System Architecture

The TruePath framework consists of two primary component’s which include

1. Smart contracts deployed on the sui blockchain

2. A web-based frontend application. The smart contract is written in two Move modules: roles.move which is responsible for handling
participant management and role-based access control while TruePath.move is more concerned with implementing operations on the
supply chain, including product lifestyle management and escrow mechanisms.

The frontend is written in React.js 18 with TypeScript (for type safety) and integrated with the Sui blockchain via the @mysten/dapp-kit
SDK, which provides an API for interacting with smart contracts. This architecture enables real-time wallet connectivity, transaction
submission, and event monitoring for supply chain participants.

3.2. Role-Based Access Control and Participant Management

Role Types and Permissions

The system has five roles: Manufacturer, Shipper, Distributor, Retailer, and Customer. Each role has specific permissions written into the
smart contract. Manufacturers are granted permission to CREATE the product (CREATE_PRODUCT), ADVANCE the stage of the product
(ADVANCE_STAGE), VIEW the products (VIEW_OWN_PRODUCTS), and GRANT other roles in the chain (GRANT_DOWNSTREAM_ROLES). Other
non-manufacturer roles (Shipper, Distributor, and Retailer) only have permissions to advance stage of the product and view products, while
the customers only have permission to view the product.

Registration and Approval Mechanism

Manufacturers register directly by submitting some credentials and a registration fee of 1 SUI equivalent to 1,000,000,000 MIST (which is
used to remove spam registrations) and are approved automatically upon payment. This registration process creates a User object with an
initial trust score of 0, an empty list of endorsers, but the approved status is set to true. while other roles, which are not manufacturers,
register without having to pay but their approved status is set to false. To gain approval, they must receive endorsements from
participants who have already been approved.

Each endorsement contributes to the participant’s total vote weight (TVW), which is computed as the sum of all endorsers’ trust scores

TVW,= Y TS
i€E(u)
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where E (u) is the set of endorsers for user u, and T'S; is the trust score of endorser i. The vote weight of each endorser equals their trust
score:

Wi=TS;

Approval is granted when the total vote weight meets or exceeds the minimum threshold:

TVW, > MIN_ VOTE WEIGHT

where MIN_VOTE_WEIGHT =5 in the current implementation. This threshold ensures that only participants with sufficient community
support gain operational privileges.

Trust Score Management

Each participant maintains a trust score (7'S,) that serves two purposes: (i) to measure reputation within the network, and (ii) to act as the
voting weight for endorsing other participants. Trust scores are initialized at 0 upon registration and can be updated by endorsers through the
update_trust_score function. Endorsers can manually update the implementation, so the community can adjust the reputation based
on how the participant behaves. This way, trustworthy members have more say in approving roles, while the community still controls and
updates reputation.

3.3. Product Lifecycle Management
Product Creation

Product creation can only be initiated by approved Manufacturers through the frontend interface. The mint_product function accepts the
following parameters:

* SKU: Stock Keeping Unit identifier for the product
batch_id: Batch identifier for bulk product creation

e price: Product price in MIST (minimum 1 MIST)

* total_steps: Number of stages in the supply chain lifecycle

» stage_names: Vector of stage names (e.g., ["Manufacturing”, ”Shipping”, “Distribution’])
« stage_roles: Vector of required roles for each stage (must match total_steps length)

The function runs the following checks: (1) it verifies if the sender is a registered and approved user, (2) it confirms if the sender has the
Manufacturer role, (3) it validates if price is greater than zero, and (4) it ensures stage configuration arrays matches total_steps if provided.
Upon successful validation, a Product object is created with initial state: stage: 0, remaining: total_steps,and current_owner:
manufacturer_address. A QR code is created by combining the product address, SKU, and batch ID to help track the item. The function
then triggers a Minted with the product details and gives ownership to the Manufacturer.

Stage Progression and Verification

Figure 2 shows the complete product lifecycle through the supply chain. Products go through configurable stages with participant validation
at each step. This ensures that the process is secure and there is an immutable audit trail.

Stage progression is managed through the verify_and_advance function, which enforces role-based validation and state transitions.
The function performs the following checks:

Ju—

. User Verification: Confirms the sender is registered in the ParticipantRegistry and is approved

2. Completion Check: Verifies remaining > 0, rejecting with E_.PRODUCT_COMPLETED if the product has completed all stages

3. Role Validation: Resolves the expected role for the current stage and verifies the sender has the matching role. If no role is specified
for the stage, validation passes automatically

4. State Update: Increments stage, decrements remaining, and optionally accepts a location tag for tracking

If the validation is successful, the function triggers an Advanced event containing stage information, actor details, and timestamp. If
validation fails, a Re jected event is triggered with the reason (either "COMPLETED” or "ROLE_MISMATCH”). This event system creates
a permanent record of all product movements in the supply chain.

Ownership Transfer
Product ownership is transferred through two mechanisms: (1) direct transfer through set_owner, which requires the current owner as

sender, and (2) automatic transfer during escrow approval (discussed in Section ??). The ownership model ensures that only the current
owner can initiate certain operations, such as price updates or escrow approvals.
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Figure 1: Verification and Advancement Flow: Role-based validation and stage progression mechanism

3.4. Escrow and Bidding System

Escrow Creation

The system uses a time-limited escrow for product payments. Bidders create an escrow by calling create_bid with a product ID, seller
address, and payment amount. The function checks that: (1) the bidder is registered and approved, (2) the bidder is not the seller, and (3) the
payment is included. An Escrow object is created with a 7-day expiration period (604,800,000 milliseconds) and marked as incomplete. The
escrow is public so both buyer and seller can interact with it and a BidCreated event is emitted for transparency.

The system also supports batch bidding through batch_create_bid, letting users create multiple escrows in one transaction, which is
more efficient for bulk operations.

Escrow Resolution

Escrow resolution occurs through three pathways:

Approval: The seller calls approve_bid, which does the following: (1) checks the escrow and ensures the seller owns the product, (2)
ensures payment covers the product price, (3) moves the product to the next stage (with role checks), (4) transfers product ownership to the
bidder, (5) transfers payment to the seller, (6) refunds any excess payment to the bidder, and (7) emits a BidApproved event. The escrow
object is then deleted.

Rejection: The seller calls re ject_bid, which refunds the full payment to the bidder, emits a BidRe jected event with reason "REJECTED”,
and deletes the escrow object.

Timeout: After 7 days, the bidder can call bidder_refund_bid to reclaim their payment. This emits a BidRejected event with reason
"TIMEOUT” and deletes the escrow object.

3.5. Frontend Implementation

The frontend application provides user interfaces for all system operations. Key components include:

* Role Registration Interface: Forms to sign up as different participant types, with live updates on approval status
* Product Creation Dashboard: An interface for Manufacturers to create products and set up the stages

* Verification Dashboard: Let users see the current product stage and move it forward if they have the right role

* Escrow Management: Interfaces for creating bids, approving/rejecting escrows, and track when they expire
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Figure 2: Multistage Product Movement Flow: Complete product lifecycle from manufacturing to customer delivery

* Analytics Dashboard: See real-time event an visualize the product journey.

The frontend uses Sui’s Programmable Transaction Blocks (PTBs) to handle operations smoothly and efficiently. It also gives clear,
user-friendly error messages and updates instantly whenever an event occurs on the blockchain.

3.6. Security Mechanisms

Access Control

Every action requires user verification through the verify_user function, which checks that the user object matches the transaction sender.
The ParticipantRegistry maintains a mapping of addresses to user objects, enabling O(1) lookup for validation. Role-based permissions
are built into the smart contract, preventing unauthorized actions.

Event-Driven Audit Trail
Every change in the system triggers events that are permanently recorded on the blockchain. Event types include Minted, Advanced,

Rejected, BidCreated, BidApproved, BidRejected, PriceUpdated, RoleGranted, VoteCast, and TrustScoreUpdated. These
events enable complete auditability and transparency, allowing stakeholders to verify product history and participant actions.
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Immutable State Transitions

The Sui blockchain’s object model ensures that product state transitions are final and cannot be undone. The remaining counter prevents
operations on completed products, and role validation prevents unauthorized stage advancements. These features collectively protect against
replay attacks, unauthorized access, and state tampering.

3.7. Testing and Deployment

The system was developed and tested on Sui’s testnet. Unit tests checks that each function works correctly , while integration tests verify

end-to-end workflows including role registration, product creation, stage progression, and escrow operations. The implementation follows
Sui’s best practices for Move development, including proper error handling, resource management, and event emission.

4. Results and Discussion

This section presents the evaluation results of the TruePath framework, examining functional validation, security testing, and usability assess-
ment. The system was tested on Sui testnet with simulated supply chain scenarios involving 100 manufacturers, 200 shippers/distributors,
and 200 retailers/consumers, tracking 1,000 products through complete lifecycles.

Functional Validation

Experimental Setup

Functional testing covered all core operations: role registration, product creation, stage advancement, escrow management, and event logging.
Products averaged 4 stages per lifecycle.

Table 1: Role Registration Results

Metric Result

Total participants registered 500
Non-manufacturer approval rate 95%

Average endorsements required 2-5

Average vote weight achieved 7 (threshold: 5)
Manufacturer registration time Instant (upon payment)
Unauthorized approvals 0

Product Lifecycle Management

Table 2: Product Lifecycle Results

Metric Result
Products successfully minted 1,000/1,000 (100%)
Invalid inputs rejected 10%
Average gas cost per mint 0.005 SUI
Products completed all stages 960/1,000 (96%)
Advancement success rate 98%
Average verification time <1 second
Total stage advancements 3,840

Figure 3 shows the success rates across different operation types, showing consistent high performance (95-100%) across all tested
functionalities.

Event Logging

The system emitted 5,880 events across all operations: 1,000 Minted events, 3,840 Advanced events, 40 Rejected events, 500 BidCreated,
450 BidApproved, and 50 BidRejected. Figure ?? illustrates the distribution, with stage advancement events comprising the majority
(65.3%) of total events, reflecting the multi-stage nature of supply chain operations.

Discussion

The system completed a 96% product completion rate (960/1,000 products) exceeding traditional SCM systems (85-90%) and comparable to
other blockchain solutions (90-95%) [3]. Transactions are very fast (<1s) and significantly outperform traditional systems (2-5s), attributed
to Sui’s high-throughput consensus. The multi-endorsement approval system spread role management across 500 participants, reducing the
risk of a single point of failure [5]. Overall, the system successfully handled 3,840 stage advancements with a 98% success rate, showing it
can scale for moderate-scale supply chains.
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Functional Validation Results: Success Rates by Operation Type
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Figure 3: Functional Validation Results: Success Rates by Operation Type

Security Validation

Security Testing Results

Table 3: Security Test Results

Attack Type Attempts | Detection Rate
Unauthorized Access 150 100%
State Tampering 100 100%
Role Mismatch 100 100%
Total Malicious Attempts 500 100%

Security Detection Rates: TruePath vs. Traditional Systems
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Figure 4: Security Detection Rates: TruePath vs. Traditional Systems
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Discussion

The system blocked 100 of the 500 unauthorized access attempts, far better than traditional systems (70-80%) and on par with or better
than other blockchain decisions. [6], as illustrated in Figure 4. Role-based access control and ownership checks provide a strong defense
against unauthorized operations. The community governance system handled 1,900 endorsements and 300 trust score updates, showing
that decentralized oversight works well. One limitation is the risk sybil attacks in the endorsement system, which can be mitigated through
integration with off-chain identity verification [7].

Table 4: Community Oversight Results

Metric Result
Trust score updates 300
Roles revoked 20
Vote removal operations 20
Endorsements cast 1,900

Usability and Performance

User Testing Results

Table 5: Usability Metrics

Metric Result
Total test participants 50
Role registration time 2 minutes
Product verification time | 30 seconds
User satisfaction score 4.5/5
Clear error feedback 95%
Retry rate 5%

System Performance

Performance Comparison: TruePath vs. Traditional and Blockchain SCM Systems
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Figure 5: Performance Comparison: TruePath vs. Traditional and Blockchain SCM Systems
Discussion

The React-based frontend made it much easier for non-technical users to access the Web3 system [7]. User satisfaction was high with a 4.0/5
rating against traditional systems (3.5/5), as shown in Figure 5 on par with other blockchain solutions. The system successfully handled
1,000 simultaneous queries and processed 5,880 transactions with sub-second confirmation times under one second, showing it can scale for
moderate-scale networks. A limitation is that it is the interface is mainly for desktop users; mobile optimization would improve usability in
the field [4].
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Table 6: Performance Metrics

Metric Result
Dashboard update time <2 seconds
Concurrent queries handled 1,000
Transaction confirmation <1 second
Peak transactions per second 50
Total transactions processed 5,880

4.1. Benchmark Comparison

Comprehensive Performance Comparison
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Figure 6: Comprehensive Performance Comparison: TruePath vs. Benchmarks

Figure 6 compares key performance metrics across networks. TruePath performs on par or better than other solutions in several areas:
transaction speed (< 1s) exceeds both traditional (2-5s) and blockchain SCM systems (1-3s); product completion rate (96%) is better than
traditional systems (85-90%) and compares favorably with blockchain alternatives (90-95%); user satisfaction (4.5/5) significantly exceeds
traditional systems (3.5/5); and security detection rate (100%) significantly outperforms traditional systems (70-80%) andis on par or better
than other blockchain alternatives (95-98%). The evaluation scale (500 participants, 1,000 products) exceeds typical benchmarks (50-200
participants), showing that the system can scale effectively.

4.2. Overall System Evaluation

The TruePath framework shows better and more competitive performance across key metrics compared to traditional and blockchain-based
SCM systems. Testing the system with 1,000 products and 500 participants shows that it scales well. The 96% product completion rate,
100% security detection rate, and 4.5/5 user satisfaction score collectively demonstrate the system is ready for real-world deployment in
medium-sized supply chain networks.

5. Conclusion

This study successfully designed, developed, and validated TruePath, a blockchain-based supply chain management system on the Sui
platform, addressing critical challenges in product traceability and authenticity. By combining cryptographic hash-chain verification, smart
contract automation, and community-driven role governance, the system achieves secure and tamper-proof tracking across manufacturing,
distribution, retail, and consumer stages. Key results include a 98% success rate in supply chain progressions, 100% detection of security
threats like replays and forgeries, and fast, user-friendly performance with sub-second transactions powered by Sui’s high throughput.
The development process—from modular architecture design to phased deployment—demonstrates the effectiveness of decentralized
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governance in supply chains. It reduces reliance on central authorities while building trust through multi-endorsement consensus. Test results
show that TruePath performs better than traditional systems, offering immutable audit trails and real-time anti-counterfeiting features that
could reduce global counterfeit losses estimated at 500 billion dollars annually (OECD, 2023). Limitations, such as potential sybil attacks
in endorsements and the need for off-chain preimage management (e.g., secure QR distribution), were identified but do not undermine
the system’s core innovation. Ultimately, TruePath represents a scalable, secure shift in how supply chain integrity can be managed. It
proves that blockchain technologies like Sui can bridge the gap between theoretical security models and real-world applications. This work
contributes to the growing body of research on Web3-enabled traceability, especially in areas where product authenticity is critical.
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