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1. Introduction

Nigeria’s large population [1] and the increasing volume of daily transactions have made its financial system very crucial to economic growth
[2]. Mobile and internet banking has been widely adopted due to their efficiency and accessibility, supported by innovations such as ATM
cards and PINs [3]. However, they also introduce risks, particularly in payment and settlement systems, where users often fall victim to
phishing, cloned applications, and malware. In response, the Central Bank of Nigeria (CBN) mandated Two-Factor Authentication (2FA)
under the Payments System Vision 2020 [4] to address these issues.

Nigeria’s banking industry is trying to offer smooth digital services while also keeping customers safe from rising cyber threats.
Multifactor Authentication (MFA) offers a stronger level of protection by using more than one verification method—Ilike passwords,
biometrics, or device confirmations. But its adoption in Nigeria is still slow. Many banks struggle with poor infrastructure, low public
awareness, and the high cost of setting up advanced security systems. This raises an important question: how effective could MFA be if it
were widely adopted across the sector?

This research examines the mechanisms of MFA and analyzes local data on its effectiveness in protecting customer data in Nigeria. The
study also identifies banks that currently use MFA to assess their adoption levels. Through this, it seeks to improve customer protection,
rebuild trust, and enhance the resilience of digital banking services in the country.
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2. Literature Review

Nigeria’s banking sector is a key sector in driving economic growth as it serves a population of over 250 million with different financial needs
[5]. Its rapid digitalization has improved financial inclusion, investment, and economic empowerment, but it has also increased exposure
to cyber threats [6, 7]. Fraud remains a pressing issue in Nigeria, with global losses reaching 485 billion dollars in 2023 [8]. In Nigeria,
fraudsters are adept at exploiting mobile channels most frequently, followed by internet banking and POS systems, with a clear example such
as the 2023 compromise of a Payment Service Solution Provider (PSSP), which showed how vulnerable the payment systems are [9].

Fraud cases that were reported doubled between 2019 and 2023, with losses increasing nearly five times, indicating more costly and
sophisticated attacks. Despite banks’ ongoing security investments, watchdogs like FITC report persistent fraud activity, with 352.26 billion
in losses in 2024 alone [10]. Additionally, systemic data leaks affecting millions of accounts [11] increase risks of identity theft and account
takeover. Overcoming these challenges calls for using new technologies, improving digital banking experiences, unifying banking systems,
and boosting customer financial literacy. [12]

Due to these, the role of multi-factor authentication (MFA) becomes critical. Some regulatory frameworks support its adoption, for
example, PCI-DSS requires MFA for remote administrative access, while the EU’s Second Payment Services Directive (PSD2) mandates
strong customer authentication for electronic payments [13]. Similar measures appear in US directives such as HSPD-12 [14]and NIST’s
authentication guidelines [15, 16]. These legal and regulatory frameworks highlight MFA’s growing importance in securing sensitive financial
systems.

Traditional username-password methods are insufficient against modern cyber threats as they only combine two factors, such as
possession (ATM card) and knowledge (PIN) [17]. For online banking, proper and strong authentication is a major concern to determine if a
user is eligible to access a specific system [18]. While effective at first, criminals have exploited its weaknesses, necessitating the evolution
to MFA.

Unlike 2FA, MFA requires two or more distinct authentication factors — (a) knowledge, which is based on ”what you know”, for
example, passwords and PINs, (b) possession, which is based on “what you have”, for example, tokens, OTPs, security keys, and (c)
inherence. which is based on ”what you are,” for example, biometrics such as fingerprints or iris scans [19]. This layered defense makes it
significantly harder for attackers to gain unauthorized access, since missing any factor denies entry. Thus, while all 2FA systems are forms of
MFA, MFA extends beyond two factors, offering broader resilience [17].

MFA also aligns directly with the CIA Triad —confidentiality, integrity, and availability — which underpins information security policies
[20]. Confidentiality is enhanced by requiring multiple verifications, Integrity is safeguarded as only verified users can alter data, and
Availability is maintained by preventing unauthorized disruptions.

Finally, related studies show variations in MFA implementation. Choubey et al.’s study shows there was a lack of standardization in MFA
protocol design across seven countries [21], while Kiljan et al. analyzed 80 banks, and concluded that mobile platforms were less secure than
internet platforms [22]. Dmitrienko et al. checked and identified vulnerabilities in six common MFA protocols [23], while Krol et al. and
Althobaiti’s research was based on usability and user perceptions [18, 24]. Federico et al. broadened the scope by analyzing compliance,
robustness, and complexity of MFA adoption in European banks, excluding African banks [19]. This gap underscores the relevance of
studying Nigerian banks’ MFA practices by adapting evaluation methods from prior works to assess security readiness and compliance in the
country.

* Geographical Gap: Limited African/Nigerian Studies: Existing works [20-22] show that MFA studies focus on European, American,
or Asian banks. Very few works have examined MFA adoption in Nigeria or Sub-Saharan Africa, despite the high fraud rates and
rapidly growing digital banking usage in the region.

Implementation and Compliance Gap: While regulations like PCI-DSS, PSD2 provide global frameworks, there is no equivalent
evaluation of how Nigerian banks implement MFA within CBN’s security mandates. Existing Nigerian works (NIBSS reports, FITC
fraud analyses) highlight rising fraud, but they do not consider measuring MFA adoption levels [25] across Nigerian banks.
Security Mechanism Strength Gap: Studies abroad compare MFA protocols for robustness, usability, and cryptographic soundness,
but there has been no analysis that focuses on the strength of MFA mechanisms (e.g., encryption of OTPs, liveness detection for
biometrics, audit practices) in Nigeria, thereby causing uncertainty about whether Nigerian banks meet best practices.

Empirical Data Gap: While NIBSS and FITC publish fraud statistics [9, 10], no study directly correlates fraud incidents with the
absence/presence of MFA in Nigerian banks. This lack of empirical linkage weakens policymaking and slows down effective adoption.

.

3. Methodology
3.1. Materials

Research and Data Collection

* Google Docs: This served as the main platform for the writing of the research paper. It was also used to organize all the findings,
notes, and reviews of the literature in one accessible place.

* Google Sheets: This tool was used to manage and analyze the quantitative data that I collected in the course of the investigation. It
was also used to create tables to show different authentication methods and to generate charts to visualize key findings and trends
obtained in the course of the research.
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3.2. Methods

This research aims to effectively investigate the extent to which MFA is used in Nigerian banks. To achieve this, the following steps were
taken:

* Creating Measurable Data Metrics: Some of the measurable metrics include Types of MFA Factors Offered, Implementation Scope,
Compliance with Security Standards, etc.
* Data Collection: Data Collection was carried out via the following ways:
Analyzing user guides, FAQs, and security policy documents from primary sources.
Direct Observation using real accounts for testing and documenting the results obtained.
Identifying Nigerian Bank lists and ensuring that enough banks have been recorded.
* Data Analysis will be based on model components that carry the various authentication factors. This will also involve the following:
Weighting different MFA factors based on their security implementations,
Creating a scoring system for each security feature, scope of implementation, and
Categorizing banks into different tiers based on the research analysis.

3.3. Model Components
The Components that would be employed in the course of this research are:
Security Mechanism Strength Score (SMSS)

The SMSS checks how robust and compliant MFA systems are with best practices, including encryption, liveness detection, and regular
audits. A higher score reflects stronger resilience against evolving cyber threats. Points will be assigned to specific security features:

* Compliance with existing laws and best practices: 1point
* Robustness against known attacker models: 1 point

* Complexity, defined by the user effort required: 1 point

* End-to-end encryption for OTP Transmissions: 1 point

» Feedback Mechanisms during suspicions: 1.5 point

* Liveness detection for biometrics: 1.5 point

* Regular security audits of MFA systems: 1 point

SMSS would be calculated as the sum of points for all applicable areas with a benchmark of 6 points.
Implementation Scope Index (ISI)

The ISI evaluates where MFA is applied, such as during logins, transactions, and even profile updates. The broader the implementation, the
more effectively a bank minimizes risks across different access points. Points would be based on where MFA is applied:

* Login (web): 1 point

* Login (mobile app): 1 point

 Sensitive transactions (e.g. transfers to unknown accounts): 1.5 points
* Beneficiary management: 1 point

* Profile Updates: 0.5 point

ISI would be calculated as the sum of points for all applicable areas with a benchmark of 4 points.
Factor Diversity Score (FDS)

The FDS measures the different factors of authentication a bank uses, covering knowledge-based, possession-based, and biometric-based
factors. A higher score indicates stronger protection by reducing reliance on any single factor. Points will be assigned to each unique MFA
factor offered as shown below:

* Something you know: PIN/Password (0.5 point)

¢ Something you have: SMS OTP (1 point)

* Something you have: Email OTP (1 point)

Something you have: Authenticator App OTP (1.5 points)
Something you have: Hardware Token (2 points)
Something you are: Fingerprint Biometrics (2 points)
Something you are: Facial Recognition (2 points)
Something you are: Voice Recognition (1.5 points)

* Location-Based Authentication: 1 point

FDS would be calculated as the total sum of all selected featured factors with a benchmark of 10 points.
Overall Weighted Score (OWS)

This will be the sum of all the weighted sums of FDS, ISI and SMSS for each bank specified. This score would be used to determine the
security category under which the bank is based. This will consist of three tiers:



Computational Methods, 3(1):8-17, 2026. DOI: 10.58614/cm312 11

* Tier 1 (Basic): In this tier, banks would be seen as having low OWS, limited MFA options, and are potentially weak, security-wise,
with a score 0-10.

¢ Tier 2 (Intermediate): Banks in this tier would be considered to have moderate OWS, offer a few standard MFA methods, and the
security level would be considered satisfactory, with a score ranging from 10.1 to 20.

* Tier 3 (Advanced): Banks in this category would be considered to have high OWS, diverse MFA options, and the security system
would be considered highly satisfactory with a score >20.

MFA EVALUATION MODEL

Security
Mechanism
Strength Score
(SMSS)

Compliance with existing laws
and best practices:1point

Robustness against known
attacker models: 1 point

Complexity, defined by the
user effort required: 1 point

End-to-end encryption for OTP
Transmissions: 1 point

Feedback Mechanisms during
suspicions: 1.5 point

Liveness detection for
biometrics: 1.5 point

Regular security audits of MFA
systems: 1 point

Maximum Theorstical Score:
1+14+14+1+15+15+1=
& pointa

Banchmark:
& pointa

Implementation
Scope Index (ISD

Login (web): 1 paint

Login (mobile app): 1 point
Sensitive transactions (e.g.
transfers to unknown

accounts): 1.5 points

Beneficiary management: 1
point

Profile Updates: 0.5 point

Maximum Theorstical Scora:
1+1+135+1+0.5=3 pointa

Benchmark:
4 pointa

Factor Diversity
Score (FDS)

Something you know:
PIN/Password: 0.5 point

Something you have:

SMS OTP: 1 point

Email OTP: 1 point
Authenticator App OTP: 1.5
points

Hardware Token: 2 points

Something you are:
Fingerprint Biometrics: 2
points

Facial Recognition: 2 points
Voice Recognition: 1.5 points

Location-Based
Authentication: 1 point

Maximum Theorstical Score:
05+1+1+15+2+2+2+15+
1=12.5 pointe

Benchmark:
10 points

Overall Welghted Score

OWS = SMSS + 151 + FDS

(OWS)

Mazimum Theorstical Score:
B8+65+ 126 =265 points

Benchmark:

20 points
r 1 h
TIER 1 (BASIC) TIER 2 (MID) TIER 3 (ADVANCED)
0-10 10.1 - 20 =20

Figure 1: Pie Chart showing the distribution of MFA Levels across Nigerian banks
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4. Results

This work explains the results gathered from examining how different commercial banks in Nigeria use multifactor authentication
(MFA). The study looked at 19 banks in total. The findings are based on the types of authentication factors they use, how widely these
methods are applied, and how strong their security systems are. In line with the objectives of this research, each bank’s MFA was
assessed and scored based on three key components: Factor Diversity Score (FDS), Implementation Scope Index (ISI), and Security
Mechanism Strength Score (SMSS). The results are organized into four major sections:

Security Mechanism Strength Score (SMSS) — evaluating encryption, feedback systems, biometric liveness, and audit protocols;
Implementation Scope Index (ISI) — assessing the depth of MFA coverage across critical user interaction points;

Factor Diversity Score (FDS) — examining the variety and uniqueness of MFA factors employed; and

Overall Weighted Score (OWS) — representing a cumulative measure of MFA effectiveness and security assurance per bank.

The findings in this chapter not only provide a comparative view of how Nigerian banks approach user authentication but also serve as
a foundation for identifying gaps and recommending future improvements. Tables and charts have been employed where necessary to
enhance clarity and understanding of the data.

4.1. Security Mechanism Strength Score (SMSS)

The Security Mechanism Strength Score evaluated indicators such as the encryption of OTP transmissions, the presence of feedback
mechanisms during suspicious activity, liveness detection for biometric systems, and the conduct of regular security audits. Each
feature was scored based on verifiable implementation as published by the respective banks or industry-related sources as shown in
Table 1.

Table 1: Table showing data for Security Mechanism Strength Score (SMSS)

SECURITY MECHANISM STRENGTH SCORE
BANK Compliance | Robustness | Complexity | Encryption | Feedback Liveness Security Total
(1pt) (1pt) (1pt) (1pt) Mecha- Detection Audits
nism (1.5pt) (1pt)
(1.5pt)
Access Bank | 0.9 0.8 0.6 1 1.5 1.5 1 7.3
Zenith Bank 0.95 0.85 0.7 1 1.5 0 1 6
First Bank 0.85 0.75 0.65 1 1.5 0 1 5.75
Sterling Bank | 0.8 0.7 0.6 1 1.5 0 1 5.6
Union Bank 0.7 0.6 0.5 1 1.5 1.5 1 6.8
GTB 0.9 0.8 0.65 1 1.5 1.5 1 7.35
Wema Bank 0.8 0.7 0.55 0 1.5 1.5 1 6.05
Fidelity Bank | 0.75 0.65 0.55 1 1.5 1.5 1 6.95
FCMB 0.85 0.75 0.6 1 1.5 0 1 5.7
UBA 0.9 0.8 0.65 1 1.5 0 1 5.85
Unity Bank 0.65 0.55 0.5 1 1.5 0 1 52
Keystone 0.7 0.6 0.55 1 1.5 0 1 5.35
Bank
Optimus 0.8 0.7 0.55 1 1.5 0 1 5.55
Bank
Parallex Bank | 0.8 0.7 0.55 1 1.5 1 5.55
Stanbic IBTC | 0.95 0.9 0.7 1 1.5 1.5 1 7.55
Polaris Bank | 0.75 0.65 0.55 1 1.5 0 1 5.45
SunTrust 0.7 0.6 0.5 1 1.5 0 1 53
Bank
Ecobank 0.9 0.8 0.65 1 1.5 0 1 5.85
Globus Bank | 0.8 0.7 0.55 1 1.5 0 1 5.55

Having examined the strength of the security mechanisms in place, it is essential to assess the scope of their application. The next
section introduces the Implementation Scope Index (ISI), which explores how widely MFA is deployed across the various stages of
user interaction.
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4.2. Implementation Scope Index (ISI)

The Implementation Scope Index measures the extent to which multifactor authentication is integrated into key aspects of digital
banking services. These aspects include web and mobile logins, transaction authentication, beneficiary management, and profile
updates. Each bank was scored based on how many of these areas it protects using MFA.

Table 2: Table showing data for Implementation Scope Index (ISI)

IMPLEMENTATION SCOPE INDEX
BANK Web Login Mobile App Sensitive Beneficiary Profile Total
(1pt) Login (1pt) Transactions Management | Update (1pt)
(1.5pt) (1pt)

Access Bank 1 1 1.5 1 1 55
Zenith Bank 1 1 1.5 1 0 4.5
First Bank 1 1 1.5 1 0 4.5
Sterling Bank | 1 1 1.5 1 0 4.5
Union Bank 1 1 1.5 1 0 4.5
GTB 1 1 1.5 1 1 5.5
Wema Bank 1 1 1.5 1 1 5.5
Fidelity Bank | 1 1 1.5 1 1 5.5
FCMB 1 1 1.5 1 0 4.5
UBA 1 1 1.5 1 0 4.5
Unity Bank 1 1 1.5 0 0 35
Keystone 1 1 1.5 1 0 4.5
Bank

Optimus 1 1 1.5 0 0 35
Bank

Parallex Bank | 1 1 1.5 1 0 4.5
Stanbic IBTC | 1 1 1.5 1 1 5.5
Polaris Bank 1 1 1.5 0 0 3.5
SunTrust 1 1 1.5 0 0 35
Bank

Ecobank 1 1 1.5 1 1 5.5
Globus Bank 1 1 1.5 0 0 3.5

While ISI shows 2 where multifactor authentication is implemented, it is also crucial to understand what kind of authentication
factors are used.

4.3. Factor Diversity Score (FDS)

The Factor Diversity Score is an assessment of how many different authentication methods a bank uses. It categorizes the MFA factors
into “something you know”, “something you have”, “something you are”, and contextual elements like location-based authentication.
Each factor is scored based on its uniqueness and security strength, with higher scores awarded to more advanced features like

biometric authentication and hardware tokens. The distribution of these factors across the selected banks is presented in Table 3.
4.4. Overall Weighted Score (OWS)

The Overall Weighted Score (OWS) provides a wholesome evaluation of each bank’s multifactor authentication (MFA) implementation
by summing the individual scores from the three core assessment models: Security Mechanism Strength Score (SMSS), Implementation
Scope Index (ISI), and Factor Diversity Score (FDS). This composite score reflects not only how secure each system is, but also how
widely and diversely MFA is applied within the bank’s digital infrastructure as shown in Table 4.
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Table 3: Table showing data for Factor Diversity Score (FDS)

FACTOR DIVERSITY SCORE
BANK SMS OTP | Email OTP | App OTP Hardware Finger Facial Voice Location Total
Token Biometrics Recogni- Recogni- Based
tion tion
Access 1 1 1.5 2 2 2 0 1 10.5
Bank
Zenith 1 0 0 0 2 0 0 0 3
Bank
First Bank 1 1 1.5 2 0 0 0 0 5.5
Sterling 1 1 1.5 0 2 0 0 0 5.5
Bank
Union 1 1 1.5 0 2 0 0 0 5.5
Bank
GTB 1 1 1.5 2 2 2 0 1 10.5
Wema 1 0 0 0 2 2 0 0 5
Bank
Fidelity 1 1 1.5 2 2 0 1.5 1 10
Bank
FCMB 1 0 1.5 0 2 0 0 0 4.5
UBA 1 1 1.5 2 2 2 0 1 10.5
Unity 1 0 0 0 0 0 0 0 1
Bank
Keystone 1 0 0 0 2 0 0 0 3
Bank
Optimus 1 0 0 0 0 0 0 0 1
Bank
Parallex 1 0 0 0 0 0 0 0 1
Bank
Stanbic 1 1 1.5 2 2 2 0 1 10.5
IBTC
Polaris 1 0 0 0 0 0 0 0 1
Bank
SunTrust 1 0 0 0 0 0 0 0 1
Bank
Ecobank 1 1 1.5 2 0 0 0 1 6.5
Globus 1 0 0 0 0 0 0 0 1
Bank
Table 4: Table showing data for Overall Weighted Score(OWS)
OVERALL WEIGHTED SCORE

BANK FDS ISI SMSS TOTAL

Access Bank 10.5 5.5 7.3 23.3

Zenith Bank 3 4.5 6 13.5

First Bank 5.5 4.5 4.9 14.9

Sterling Bank 5.5 4.5 4.9 14.9

Union Bank 5.5 4.5 6.8 16.8

GTB 10.5 5.5 7.35 23.35

Wema Bank 5 5.5 6.05 16.55

Fidelity Bank 10 5.5 6.95 22.45

FCMB 4.5 4.5 5.7 14.7

UBA 10.5 4.5 5.85 20.85

Unity Bank 1 3.5 5.2 9.7

Keystone Bank 3 4.5 5.35 12.85

Optimus Bank 1 3.5 5.55 10.05

Parallex Bank 1 4.5 5.55 11.05

Stanbic IBTC 10.5 5.5 7.55 23.55

Polaris Bank 1 3.5 5.45 9.95

SunTrust Bank 1 3.5 5.3 9.8

Ecobank 6.5 5.5 5.85 17.85

Globus Bank 1 3.5 5.55 10.05
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This section effectively concludes the data analysis chapter by ranking banks based on both the technical robustness and functional
spread of their authentication strategies.

5. Discussion

Each bank’s total score was benchmarked against a 20-point scale (6 for SMSS, 4 for ISI, and 10 for FDS). The overall weighted scores of
the 19 Nigerian banks surveyed were classified into three tiers based on their level of multifactor authentication (MFA) implementation and
readiness. Scores ranging from 0.0-10.0 were classified as Low Tier, scores between 10.1-20.0 as Mid Tier, while scores above 20.0 were
categorized as Top Tier.

From the analysis, five banks (26.3 percent) fell within the Top Tier. These include Stanbic IBTC (23.55) [26, 27], Guaranty Trust Bank
(23.35) [28, 29], Access Bank (23.3), Fidelity Bank (22.45) [30], and United Bank for Africa (20.85) [31]. These institutions demonstrated
strong security postures with consistent adoption of multiple authentication layers, integration of fraud detection systems, and robust
underlying security mechanisms.

A larger proportion of the banks, eight institutions (42.1 percent), were placed in the Mid Tier. This category includes Zenith Bank (13.5)
[32, 33], First Bank of Nigeria (14.9), Sterling Bank (14.9), First City Monument Bank (14.7), Union Bank (16.8), Wema Bank (16.55)
[34-36], Ecobank (17.85), and Keystone Bank (12.85). These banks displayed moderate MFA readiness. They appear to have adopted
baseline authentication strategies but show varying gaps in consistency, usability, or integration of fraud and data security enhancements.

Finally, six banks (31.6 percent) were classified in the Low Tier, namely Polaris Bank (9.95), SunTrust Bank (9.8), Unity Bank (9.7),
Optimus Bank (10.05), Parallex Bank (11.05), and Globus Bank (10.05). These banks either had very minimal MFA deployment or weak
integration of security protocols, highlighting significant vulnerabilities in their online banking authentication strategies.

Distribution of Banks Across MFA Tiers

Top Tier
Low Tier

Mid Tier

Figure 2: Pie Chart showing the distribution of MFA Levels across Nigerian banks

6. Conclusion

This study looked at how banks in Nigeria use multifactor authentication (MFA) to protect customers from fraud and data breaches. To
compare the banks fairly, four measures were used: the Security Mechanism Strength Score (SMSS), Implementation Scope Index (ISI),
Factor Diversity Score (FDS), and the Overall Weighted Score (OWS).

The results showed a clear gap between the bigger and smaller banks. Major banks like Access, Zenith, and GTBank use stronger
methods such as biometrics, hardware tokens, and encrypted OTPs. In contrast, many mid-sized and smaller banks still depend mostly on
simple SMS or email codes for authentication.
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The study also found that banks use MFA most effectively in their main banking services, but it becomes less reliable in areas like
customer support platforms and third-party apps. A big reason for this gap is resources—Ilarger banks can afford better technology and
frequent security audits, while smaller or newer banks face cost and infrastructure challenges.

Regulation and user experience also played a role. Some banks were proactive and adopted stronger MFA early, while others only
upgraded when necessary or chose simpler methods so customers wouldn’t find the process too stressful or confusing.

Overall, the study shows that MFA adoption across Nigerian banks is uneven. About a quarter of the banks are ahead of the curve, nearly
half are somewhere in the middle, and roughly a third are still far behind. Even though there’s been progress, these gaps create openings that
attackers can take advantage of.

The study emphasizes that MFA isn’t just a technical upgrade — it’s a strategic move that helps protect customers, strengthen trust, and
keep the financial system stable. To close the security gap, smaller banks will need clearer guidelines and more investment so the entire
sector can move closer to international standards.
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